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LuxAlgo — Security & Architecture Overview
One-pager for procurement and security review. Version 1.0, July 22, 2026.

What you are buying
Vela™ and PineTS are self-hosted software components — a charting library and a Pine Script®

compatible scripting engine — that run entirely inside your infrastructure and your users' browsers. This is

not a SaaS: there is no LuxAlgo server in your data path.

Data handling — the part your security team cares about
• No market data, order data, or end-user data transits LuxAlgo systems. The libraries render and

compute against data you supply from your feeds.

• No telemetry [TODO: verify — if any usage analytics/phone-home exists in official builds, disclose
precisely here and provide the disable flag].

• No PII collected by the software. The only personal data LuxAlgo holds about a customer is standard

billing information (name, email, company) processed via Stripe.

• License enforcement is legal, not technical — official builds contain no license-key phone-home

[TODO: verify against actual build behavior].

Architecture at a glance
• Distribution: versioned packages via npm / direct download from [TODO: registry/CDN details],

integrity-verifiable via [TODO: checksums/signatures — implement sigstore or npm provenance if not

present].

• Runtime: browser (charting) and/or your servers (headless engine). No external network calls required by

the components themselves.

• Open core: the Vela core library is Apache-2.0 open source — fully auditable. PineTS source is available

under AGPL-3.0 — fully auditable. Yoursecurity team can read every line of what runs in your product.

• Dependencies: [TODO: dependency count and policy — e.g., "X runtime dependencies, lockfile-pinned,

scanned with npm audit/Dependabot in CI"].

Development & supply-chain practices
• Source control: GitHub, protected branches, mandatory review [TODO: confirm].

• CI: automated tests and dependency scanning on every merge [TODO: confirm tooling].

• Release signing/provenance: [TODO].

• Vulnerability disclosure: report to security@luxalgo.com; coordinated disclosure honored; advisories

published via GitHub Security Advisories.

Page 1 of 2



LuxAlgo — Security & Architecture Overview

Company & commercial
• Vendor: LuxAlgo Global, LLC, a Delaware (US) limited liability company d/b/a LuxAlgo; the largest

provider of trading indicators worldwide.

• Billing: Stripe (PCI-DSS Level 1 service provider). LuxAlgo never touches card numbers.

Invoice/ACH/wire available on Enterprise.

• Insurance: [TODO: E&O / cyber coverage if held — procurement often asks].

• Subprocessors relevant to customers: Stripe (billing), [TODO: email provider, hosting for docs/portal].

Compliance posture, honestly stated
As a self-hosted component vendor with no access to customer data, most data-protection obligations

(GDPR/CCPA processing, SOC 2 for customer data) rest with the deploying customer, not LuxAlgo — there is

no LuxAlgo processing to certify. Our corporate systems follow [TODO: brief statement — MFA everywhere,

least-privilege access, etc.]. We are happy to complete security questionnaires; email security@luxalgo.com.

This document is provided for evaluation purposes and is not a contractual warranty. Contractual terms are

exclusively those in the LuxAlgo Developer License Agreement at luxalgo.com/licensing. "TradingView"and

"Pine Script" are trademarks or registered trademarks of TradingView,Inc.; LuxAlgo is not affiliated with,

sponsored by, or endorsed by TradingView,Inc.
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